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Designation Examples of Designated

: Payment Systems
Regime y y
Closer supervision for critical payment systems. \ EI-S \ 1
Powers to designate significant payment
systems to ensure stability, fair competition and
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market efficiency in Singapore’s financial system
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KEY MEASURES ...
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Fragmented Landscape

Interoperability

Powers

v Mandate acceptance
of a Common Standard

v’ Require payment service
providers to join a
Common Platform

v Impose an
Access Regime in
relation to selected
payment systems
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User Protection

Measures
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Must safeguard
customer money
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following means
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Enhanced Interoperability
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Undertaking

by a bank or prescribed
financial institution to be
fully liable to the customer

Guarantee
by a bank or prescribed
financial institution

Segregation

in a frust account
maintained by a bank
or prescribed financial
institution
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Standard Payment Institutions
o Are
o Must

subjected to these safeguarding measures, and J
customers so they can make informed decisions /‘
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KEY MEASURES ...

AML/CFT Measures
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E-Wallets @ Domestic Transfers Cross-Border Transfers

Accounts issued: Users are allowed to only perform Users are allowed to only perform

* Have a wallet capacity below transactions that meet two of the transactions that meet both the
S$1,000 following criteria: e —

* Does not allow cash withdrawals * Only for payment of goods ar servicey * Only for payment of goods or services

* Requires identification for cash * Only permit transactions <5520,000 * Funded from an identifiable source
refunds above S$100 * Funded from an identifiable source /

Technology Risk Management

Applicable to all licensees <

Security Patches >

< Security Standards >

Notice on

g < Secure Administrative Accounts >
Cyber Hygiene

< Multi-Factor Authentication >

) < Malware Protection >
Technology Risk
qu.qge.meni < Network Perimeter Defence 3
Guidelines

Governance Operational Controls on Prevention, IT
and Oversight Detection, Response and Recovery Audit




